
 ForeScout + HP ArcSight 
ForeScout has partnered with HP ArcSight to deliver a unique and powerful risk 
management solution. With this joint solution, you can achieve a more accurate 
understanding of your security risk posture and respond more quickly to remediate 
risky endpoints.  The result is stronger security and greater operational efficiency.

The Visibility Problem
Today, almost every serious security breach (data loss, advanced persistent threat, 
etc.) leverages computing assets that are inside your firewall. Any serious attempt 
to manage security risk must start with complete knowledge of who and what is on 
your network, and whether those devices are secure. While many types of desktop 
management systems provide some degree of visibility, they often fall short on two 
dimensions:  

• Timeliness. We live in a dynamic world where mobile devices attach to the 
corporate network for a short period of time and then leave for Starbucks where 
they can get infected. It is not unusual for over half of the devices on a network 
to be transient within the past 24 hours. Traditional agent-based systems and 
vulnerability scanners do not provide real-time information. Without real-time 
information, your risk management system is telling you lies. 

• Completeness. IT security managers typically have some degree of awareness 
of the IT assets that are owned by the organization, but what about rogue 
devices? Or devices owned by guests or contractors?  Without visibility to the 
presence and compliance status of these non-corporate devices, your risk 
management system is giving you incomplete information. 

Solution Brief

Highlights

Stronger Security | Expand your visibility 
of enterprise risk to include real-time 
information about 100% of the endpoints 
on your network, including unauthorized 
devices and personal devices owned by 
guests and contractors. 

Automated Remediation | Exercise 
immediate control over risky devices on 
the network, such as quarantine and/or 
remediate. Take action from the HP ArcSight 
console, using ForeScout CounterACT as the 
enforcement point.

Cost Savings | Save time and money 
through automated remediation. Reduce 
helpdesk calls by reducing the incidence of 
infection. Produce comprehensive security 
reports through ArcSight’s centralized 
reporting capability.
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Real-Time Visibility, Compliance 
and Automated Control for Endpoints 

Figure 1: Endpoint Visibility and Compliance Management Solution from HP ArcSight and ForeScout
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HP ArcSight console, using ForeScout CounterACT as the 
enforcement point.

• The HP ArcSight console can be used as the centralized 
command and control system in the security operations 
center to provide a real-time view of enterprise-wide 
threats that can originate from non-compliant endpoints 
by department or organization, and rapidly remediate 
them using either automated or manual commands 
to ForeScout CounterACT. In addition, the ArcSight 
console can generate compliance reports for the entire 
organization or by business unit in order to meet 
regulatory requirements.

ForeScout-ArcSight Joint Solution Benefits:

• Stronger security based on visibility of 100% of the 
endpoints on the network 

• Real-time, automated remediation of enterprise-wide 
threats resulting from non-compliant endpoints 

• Cost savings based on automated endpoint remediation 
and fewer helpdesk calls

The Response Problem
Many organizations have deployed SEIM solutions to help 
them manage risk and comply with regulations. Knowing 
about the risk is good, but it is even better if you can leverage 
risk information in real-time, to elevate those enterprise 
threats that pose the most risk, and quickly take action to 
mitigate the greatest risks. To accomplish this, organizations 
need a SEIM solution that has bi-directional integration with 
security control systems. 

The Automated Risk Management Solution for 
Endpoints
The joint solution combining the HP ArcSight platform and 
ForeScout CounterACT provides a real-time 
view of enterprise-wide threats that can 
originate from non-compliant endpoints, and 
rapidly remediates them to reduce overall 
business risk. The result is an automated risk 
management solution that provides stronger 
security and greater operational efficiency.

The unique capabilities that ForeScout 
CounterACT brings to the HP ArcSight platform 
are:

• Real-time endpoint visibility and risk 
information about everything on the 
network, including mobile devices that 
recently connected to the network. 

• Information about unmanaged devices 
such as personal laptops, smartphones, and 
rogue wiring devices. 

• Contextual information such as who owns the device, 
where it is, and how it is connected to the network. 

• The HP ArcSight platform correlates the real-time 
endpoint information provided by ForeScout with real-
time activity information from network/security devices, 
systems, databases, and applications, and identifies the 
critical few threats that pose business risk.  

• The ability to exercise immediate control over devices 
on the network, such as quarantine and/or remediate 
an insecure device. These actions can be taken from the 

Figure 2: The ArcSight ESM console displays endpoint compliance by department or business unit, 
with remediation capabilities provided by call-back into ForeScout CounterACT


